Anadolu Kiiltiirel Aragtirmalar Dergisi

Open Access

Arastirma Makalesi / Research Article

Antagonistic Personality And Cybersecurity Awareness: The Mediating
Role of Mindfulness And Social Media Addiction

Antagonistik Kisilik ve Siber Giivenlik Farkindaligi: Bilin¢li Farkindalik ve
Sosyal Medya Bagimhiliginin Araci Rolii

Kagan KIRCABURUN! , ibrahim DUMAN? & Emrah EMIRTEKIN?

DOI : 10.63556/ankad.v10i3.448

Gelis/Received: 20/02/2026 Kabul/Accepted: 25/04/2026

Abstract

As social media becomes increasingly embedded in everyday life, understanding who remains vulnerable to cyber
threats — and why — has become a pressing concern. This study examined whether antagonistic personality traits
(narcissism, Machiavellianism, and psychopathy) undermine cybersecurity awareness (CSA) directly or through
two psychological pathways: reduced mindfulness and heightened social media addiction (SMA). Using path
analysis in a sample of 330 active social media users (47.6% female; Mage = 44.36), we tested these associations
in the total sample and separately by gender. Results revealed a pattern of indirect, gender-specific effects.
Psychopathy was the only trait with a significant direct effect on CSA, and this emerged exclusively among women.
Narcissism and Machiavellianism operated indirectly — via SMA and mindfulness, respectively — yet neither
produced a significant total effect on CSA, suggesting that self-enhancing and strategic cognitive tendencies
partially offset their risk-related pathways. Mindfulness emerged as a protective factor, directly predicting higher
CSA among men and indirectly through reduced SMA across the full sample. These findings conceptualize CSA as
a psychologically complex outcome shaped by competing personality-driven processes, with meaningfully different
risk profiles for men and women.
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0z

Sosyal medyanmin giindelik yasama giderek daha fazla entegre olmasi, kullanicilarin siber giivenlik farkindaligina
(SGF) yonelik kaygilart artirmis ve giivenli ¢cevrimici davranislarla iligkili bireysel diizeydeki psikolojik faktérlerin
belirlenmesi gerekliligini ortaya koymustur. Bu ¢alismada, antagonistik kisilik ozellikleri (narsisizm, Makyavelizm
ve psikopati), bilin¢li farkindalik, sosyal medya bagimliligi (SMA) ve SGF arasindaki dogrudan ve dolayly iligkiler
incelenmigtir. Veriler, aktif sosyal medya kullanan yetiskinlerden olusan bir 6rneklemden (N = 330; %47.6 kadin;
Mage = 44.36) gegerligi kanmitlannug 6zbildirim olgekleri kullamilarak toplanmisti. Yol analizi sonuglari,
psikopatinin yalnizca kadinlarda SGF ile negatif yonde iliskili oldugunu gostermistir. Bilingli farkindalik, toplam

orneklemde SMA araciligiyla SGF ile anlamli bir dolayli iliski sergilerken, bilin¢li farkindalik ile SGF arasindaki
dogrudan porzitif iliski yalnizca erkeklerde ortaya ¢ikmistir. Makyavelizm, hem toplam orneklemde hem de erkek
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alt ornekleminde bilingli farkindalik araciligiyla SGF ile dolayli ve negatif yonde iliskili bulunmus, ancak bu
dolayli yol anlamli bir toplam etkiye doniismemistir. Benzer bigimde, narsisizm toplam orneklemde SMA
araciligyla SGF ile negatif bir dolayly iliski gostermis, ancak SGF iizerindeki genel etkisi anlamli degildir. Bu
bulgular, kisilik ozellikleri, bilin¢li farkindalik ve SMA 'nin siber giivenlik farkindaligi ile iliskilerinin karmagik ve
cinsiyete 6zgii yollar itizerinden sekillendigini ortaya koymakta ve daha giivenli ¢evrimici davranislara yonelik
onemli ¢ikarumlar sunmaktadir.

Anahtar Kelimeler: Siber giivenlik, bilin¢li farkindalik, sosyal medya, antagonistik kisilik, sosyal medya
bagimlilig

1. INTRODUCTION

Over the past decade, rapid advances in information technologies have profoundly reshaped daily life
and accelerated global internet use, largely driven by the increasing accessibility of digital tools and the
growing demand for online connectivity (Hong et al., 2023). Despite this widespread digital
engagement, a substantial proportion of users remain insufficiently informed about online risks,
commonly referred to as cyber threats or hazards (Akter et al., 2025). Many individuals lack even basic
knowledge of how to protect their devices and personal data, and in extreme cases, this deficiency
reflects a near absence of cybersecurity awareness, leaving users unlikely to adopt even minimal
protective measures (Hong et al., 2023).

Cybersecurity awareness (CSA) can be defined as the extent to which individuals understand the
importance of information security and recognize their responsibility to apply appropriate security
practices to protect organizational data and network systems (Shaw et al., 2009). Prior research indicates
that limited awareness of cyber risks is widespread and extends beyond technical contexts to everyday
digital behaviors, such as mobile application use and information sharing on social media platforms
(Arpaci et al., 2025). Importantly, malicious actors tend to target users with lower levels of CSA, as such
individuals constitute the most vulnerable points of entry due to both software vulnerabilities and
security gaps arising from unintentional user behavior (Akter et al., 2025; Hong et al., 2023).
Collectively, these considerations suggest that CSA should be conceptualized not merely as a technical
skill, but as a behavioral and psychological construct shaped by individual differences (Seki et al., 2023).

Despite growing interest in the psychological determinants of CSA, several notable gaps remain in the
literature. First, empirical evidence based on adult samples from Western countries is still limited, with
much of the existing research relying on student populations or non-Western contexts, thereby
constraining the generalizability of current findings (Corallo et al., 2022). Second, although personality
traits have been increasingly recognized as relevant antecedents of digital risk-related behaviors (Seki
et al., 2023), the role of the Dark Triad — narcissism, Machiavellianism, and psychopathy — which
share antagonism as a common interpersonal core (Jonason & Webster, 2010; Simpson & Schermer,
2026), remains underexplored in relation to CSA. Although these traits are traditionally referred to as
the Dark Triad, the present study adopts the theoretically neutral term antagonistic personality traits to
emphasize their shared interpersonal core — characterized by callousness, manipulativeness, and
disregard for others — rather than implying a moral judgment (Chester et al., 2025).

Moreover, little is known about the psychological mechanisms through which such traits may influence
CSA. The present study addresses this gap by drawing on a self-regulation framework: antagonistic
traits are theorized to impair the deliberate, effortful processing that protective cybersecurity behavior
requires, both directly and through two downstream regulatory mechanisms — reduced mindfulness and
heightened social media addiction (SMA) — each of which further erodes attentional control and self-
regulatory capacity in digital environments (Durak, 2019; Seki et al., 2023). This impairment is expected
to operate through both cognitive processes (e.g., diminished risk awareness and reduced attention to
security cues) and behavioral tendencies (e.g., increased engagement in risky online practices),
ultimately leading to lower levels of cybersecurity awareness.

1.1. Antagonistic personality and cybersecurity awareness

Personality plays a significant role in understanding cybersecurity-related behaviors (Shappie et al.,
2020). Previous research has examined the Big Five personality traits in relation to cybersecurity
behavior; however, there is no clear consensus regarding which traits are most influential (Naga et al.,
2024). Existing evidence suggests that broader personality structure is meaningfully associated with
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cybersecurity behaviors, with conscientiousness and openness emerging as particularly relevant traits
(Shappie et al., 2020). Beyond the Big Five framework, trait emotional intelligence is positively related
to CSA (Seki et al., 2023). Nevertheless, despite growing interest in dispositional predictors, the
potential role of antagonistic personality characteristics has received comparatively little empirical
attention in the cybersecurity literature.

The antagonistic traits (also known as the Dark Triad) framework comprises three related subclinical
personality dimensions: narcissism, Machiavellianism, and psychopathy (Jonason & Webster, 2010).
Narcissism involves inflated self-perceptions and includes both antagonistic tendencies toward others
and agentic self-enhancement processes (Orth et al., 2024), whereas Machiavellianism reflects strategic
manipulation combined with a cynical and distrustful view of others (Razmus et al., 2024). Psychopathy
is commonly described as a multidimensional construct characterized by antisocial behavior,
interpersonal manipulation, emotional callousness, and impulsive or erratic lifestyles (Forth et al., 2022).
In the cybersecurity domain, in particular, antagonistic traits have predominantly been examined as
predictors of cyber misconduct and attacks against others or organizations, rather than as individual risk
factors for susceptibility to cyber victimization (Jones et al., 2021). However, a small number of research
indicates that individuals with higher levels of antagonistic personality traits may also be more
susceptible to online crime victimization (Stiff & Reeves, 2024). This heightened susceptibility to
victimization may stem from an underlying deficit in protective cognitive frameworks, specifically in
how these individuals perceive and respond to digital threats.

Individuals high in antagonistic traits may exhibit lower levels of cybersecurity awareness due to
dispositional characteristics that undermine careful risk evaluation and self-regulatory control (Babakr
& Fatahi, 2023). Machiavellian and psychopathic tendencies are often associated with instrumental
thinking, overconfidence, and reduced concern for potential negative consequences (Sek$cinska &
Rudzinska-Wojciechowska, 2020), which may lead such individuals to underestimate cyber risks or
ignore recommended security practices. Similarly, narcissistic individuals’ inflated self-perceptions and
sense of invulnerability may foster unrealistic optimism regarding their ability to avoid online threats
(Brunzel, 2021), reducing motivation to engage in protective behaviors. Collectively, these traits may
weaken attentional vigilance and precautionary decision-making in digital environments, thereby
increasing susceptibility to cyber risks (Fenz et al., 2014). This body of evidence supports the inclusion
of all three antagonistic traits—narcissism, Machiavellianism, and psychopathy—as independent
predictors in the present model, as each is theoretically linked to the attentional and motivational deficits
that underlie reduced cybersecurity awareness. Consequently, we expect antagonistic personality traits
to inversely associate with CSA.

1.2. The mediating role of mindfulness

Mindfulness can be defined as a relatively stable individual tendency to maintain attentive awareness of
present-moment experiences in daily life (Brown & Ryan, 2003). It involves both awareness and
attention, which are closely intertwined processes whereby attention selects and sustains specific stimuli
within the broader field of awareness (Brown & Ryan, 2003). From this perspective, mindfulness reflects
a state of being mentally alert and actively engaged with ongoing internal and external events, rather
than operating on automatic pilot (Tomlinson et al., 2018). In the context of cybersecurity, higher levels
of mindfulness may enhance individuals’ ability to notice potential digital threats, reflect on their online
actions, and respond more deliberately to security-related cues. By promoting conscious attention and
reducing mindless or habitual behaviors, mindfulness can play a protective role in preventing security
violations and risky online practices (Seki et al., 2023).

Personality traits play a central role in shaping individuals’ capacity for mindful awareness. Antagonistic
personality traits can theoretically be expected to show inverse associations with mindfulness, as these
traits are largely characterized by self-centeredness, emotional detachment, and instrumental
interpersonal styles that conflict with mindful awareness (Jonason & Webster, 2010). One of the core
functions of mindfulness involves reducing ego-driven processing and increasing sensitivity to present-
moment experiences beyond the self, which may weaken tendencies toward self-enhancement and
entitlement commonly observed in narcissism (Carlson, 2013). In line with this reasoning, empirical
evidence suggests that narcissistic traits are consistently negatively related to mindfulness, indicating
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that heightened self-focus may hinder mindful attention to others and the environment (Ganster et al.,
2025). Similarly, Machiavellianism, which reflects strategic manipulation and low interpersonal trust,
has been shown to exhibit a moderate negative association with mindfulness, possibly because mindful
awareness is incompatible with calculative and exploitative social orientations (Yuan et al., 2020).

Moreover, mindfulness may function as a regulatory buffer for more severe antisocial tendencies. For
example, among individuals high in psychopathy, higher levels of mindfulness have been linked to
reduced antisocial behavior, suggesting that mindful attention may partially offset impulsivity and
callousness typically associated with psychopathic traits (Bronchain et al., 2019). Extending this
regulatory perspective, mindfulness has been reported to partially mediate the association between
emotional intelligence and cybersecurity awareness (Seki et al., 2023), while emotional intelligence
itself tends to be inversely related to antagonistic traits (Michels & Schulze, 2021). Taken together, these
findings position mindfulness as a key psychological mechanism through which antagonistic personality
characteristics may indirectly undermine cybersecurity awareness. Accordingly, individuals with
elevated levels of antagonistic traits are expected to exhibit lower mindfulness, which may subsequently
compromise their capacity to maintain adequate cybersecurity awareness. This supports the inclusion of
mindfulness as the first mediator in the present model: antagonistic traits are expected to suppress
mindful attention, which in turn reduces the deliberate, security-oriented processing that underlies
higher CSA.

1.3. The mediating role of social media addiction

Social media addiction (SMA) refers to excessive and compulsive engagement with social media that
interferes with daily functioning and negatively affects individuals’ psychological well-being
(Andreassen & Pallesen, 2014). Although SMA is shaped by multiple factors, personality traits have
consistently been identified as key predictors of maladaptive social media use (Brand et al., 2019). In
this regard, a growing body of evidence links antagonistic traits to higher levels of SMA. Specifically,
narcissism and Machiavellianism have been shown to relate to SMA indirectly through cyberstalking
behaviors (Kircaburun et al., 2018), whereas psychopathy has demonstrated a direct association with
SMA (Demircioglu & Kose, 2021). Taken together, these findings suggest that the self-centered,
manipulative, and impulsive characteristics inherent in antagonistic traits may foster excessive and
uncontrolled social media engagement, thereby increasing vulnerability to SMA.

Beyond dispositional risk factors, SMA can be linked to self-regulatory deficits, with mindfulness acting
as a protective resource that may buffer the pathway from antagonistic traits—related self-control
impairments to excessive social media use. Empirical evidence indicates that mindfulness mediates the
relationship between trait emotional intelligence and SMA, even after controlling for depression and
rumination (Kircaburun et al., 2019). Moreover, mindfulness has been shown to relate to SMA both
directly and indirectly through enhanced attention control and reduced fear of missing out (Chang et al.,
2023). By strengthening impulse regulation and reducing stress and anxiety, mindfulness may help
individuals disengage from habitual and compulsive social media use, thereby lowering vulnerability to
SMA (You & Liu, 2022). Taken together, these findings support the expectation that mindfulness
mediates the relationship between antagonistic traits and SMA.

Despite growing interest in problematic technology use, empirical research directly linking SMA to CSA
remains limited. Existing evidence from related domains suggests that higher levels of internet addiction
among employees are associated with poorer information security behaviors, particularly through
heightened impulsivity and reduced planning capacity (Hadlington, 2017). Complementary findings
among student samples also indicate that mindfulness-based awareness is more strongly associated with
improved security behaviors when internet addiction is low, whereas elevated addictive use may
attenuate these benefits (Chen et al., 2021). Together, these findings imply that addictive patterns of
online engagement—such as SMA-—may undermine cybersecurity awareness by exacerbating
impulsive responding and weakening self-regulation, highlighting the importance of addressing
problematic use to enhance cybersecurity-related outcomes. This supports the inclusion of SMA as the
second mediator in the present model: through its links to impulsivity and weakened self-regulation,
SMA provides a behavioral pathway through which both antagonistic traits and reduced mindfulness
may ultimately translate into lower cybersecurity awareness.
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1.4. The role of gender

Prior research has documented notable gender differences across the key psychological constructs
examined in the present study. Men consistently report higher levels of antagonistic personality traits
compared to women (Craker & March, 2016; Muris et al., 2017). Gender-based differences have also
been observed in mindfulness, with women scoring higher on the observing dimension, whereas men
tend to report higher levels of acting with awareness (Alispahic & Hasanbegovic-Anic, 2017). In
contrast, women have been found to exhibit higher levels of SMA (Kircaburun et al., 2018, 2019).
Moreover, evidence from occupational settings suggests that women may report lower cybersecurity
self-efficacy and engage in riskier cybersecurity behaviors than men (Anwar et al., 2017).

Beyond these empirical observations, the inclusion of gender in the model is also theoretically grounded
in established psychological frameworks. From a social role theory perspective (Koenig & Eagly, 2014),
gendered socialization processes shape individuals’ behavioral tendencies, self-regulatory capacities,
and risk-related decision-making patterns, which may influence how personality traits are expressed and
translated into technology-related behaviors. Similarly, social cognitive theory (Bandura, 2002) posits
that self-efficacy beliefs and behavioral regulation are partially shaped by socially constructed
experiences, suggesting that men and women may differ in how they regulate their engagement with
digital environments. These theoretical perspectives imply that gender is not merely a demographic
control variable but a meaningful moderator that can alter the strength and direction of relationships
among personality, mindfulness, SMA, and CSA. These systematic gender differences across all key
constructs in the model—personality traits, mindfulness, SMA, and CSA—justify testing the proposed
pathways separately for men and women, as pooled analyses may obscure gender-specific mechanisms
that are theoretically and practically meaningful.

Consequently, the present study hypothesized that antagonistic traits would be negatively associated
with CSA, both directly and indirectly through mindfulness and SMA. In addition, a serial mediation
pathway was proposed in which antagonistic traits influence CSA sequentially via mindfulness and
SMA. To account for potential gender-related differences, the proposed model was tested in the total
sample as well as separately for men and women, while statistically controlling for age.

1.5. Hypotheses
Based on the theoretical arguments outlined above, the following hypotheses were formulated:

H1: Antagonistic personality traits (narcissism, Machiavellianism, and psychopathy) will be negatively
associated with CSA.

H2: Antagonistic personality traits will be negatively associated with mindfulness.
H3: Antagonistic personality traits will be positively associated with SMA.

H4: Mindfulness will be positively associated with CSA.

H5: Mindfulness will be negatively associated with SMA.

H6: SMA will be negatively associated with CSA.

H7: Mindfulness will mediate the negative association between antagonistic personality traits and CSA
(antagonistic traits — mindfulness — CSA).

H8: SMA will mediate the negative association between antagonistic personality traits and CSA
(antagonistic traits - SMA — CSA).

HO: The above pathways will differ in magnitude or significance between men and women.
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Figure 1. Theoretical model

2. METHODS
2.1. Participants and procedure

Participants were recruited through Prolific (prolific.com), a well-established and widely validated
online participant recruitment platform that has been extensively used in behavioral and social science
research (Peer et al., 2022). Prolific’s data quality and sample representativeness have been empirically
validated across multiple independent studies, with research consistently demonstrating that Prolific
samples yield higher data quality, greater demographic diversity, and more replicable findings compared
to both student convenience samples and alternative crowdsourcing platforms such as Amazon
Mechanical Turk (Palan & Schitter, 2018; Peer et al., 2022). The final analytic sample consisted of 330
adults who indicated current use of social media platforms (47.6% female; Mage = 44.36, SDage =
13.94), with participant ages ranging from 19 to 80 years. Prior to participation, all respondents provided
electronic informed consent by confirming that they had reviewed and understood the study information.
Ethical approval for the study was obtained from the appropriate institutional review board, and all
procedures were conducted in compliance with the ethical principles outlined in the Declaration of
Helsinki.

2.2. Measures

At the outset of the survey, respondents reported basic demographic characteristics, including gender,
age, country of residence, daily time spent using social media, and the social media platforms they used
most frequently (see Table 1). Following the demographic section, participants completed a series of
standardized self-report instruments assessing cybersecurity awareness (CSA), antagonistic personality
characteristics, mindfulness, and social media addiction (SMA).

Cybersecurity Awareness Scale (CSAS): Participants’ cybersecurity awareness was assessed using the
CSAS (Arpaci et al., 2025). The scale comprises three subdimensions: confidentiality (8 items; e.g., “I
do not share personal information such as my full name, birth date, and address on social media.”), trust
(6 items; e.g., “I am aware that sharing personal information on social media can pose risks such as
identity theft and cyberbullying.”), and privacy (5 items; e.g., “I am cautious about accepting video or
voice call requests from people I do not know on social media.”). All items are rated on a 5-point Likert
scale ranging from 1 (never) to 5 (always). The scale demonstrated acceptable to good internal
consistency, with Cronbach’s alpha (a) value of .84 for the total scale. Reliability estimates for the
subscales were .66 for confidentiality, .86 for trust, and .61 for privacy. Given that the CSAS had not
been validated among English-speaking samples, a confirmatory factor analysis (CFA) was performed,
and the results indicated acceptable to good fit indices. (y*> = 421.29, df = 163, p < .01, RMSEA = .07,
90% CI [.06, .08], SRMR = .06, CFI = .87, GFI = .88).
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Bergen Social Media Addiction Scale (BSMAS): The unidimensional BSMAS (Andreassen et al., 2016)
was employed to assess social media addiction. The instrument comprises six items (e.g., “I felt an urge
to use social media more and more.”), which are rated on a five-point Likert scale ranging from 1 (never)
to 5 (always). The BSMAS has been extensively applied in prior research to measure a range of
technology-related behavioral addictions. In the present sample, reliability analysis demonstrated
satisfactory internal consistency (o = .88).

Mindful Attention Awareness Scale (MAAS): The Mindful Attention Awareness Scale (MAAS; Brown
& Ryan, 2003) was used to assess mindfulness. The scale consists of 15 items (e.g., I find it difficult to
stay focused on what’s happening in the present”), rated on a six-point Likert scale ranging from 1
(almost always) to 6 (almost never). Higher scores reflect greater levels of mindful attention and
awareness. In the present sample, the scale demonstrated excellent internal consistency, with Cronbach’s
a coefficient of .92.

Dark Triad Dirty Dozen Scale (DTDD): The DTDD (Jonason & Webster, 2010) was used to assess
antagonistic personality characteristics. This self-report measure assesses three core personality traits:
narcissism (e.g., “I tend to seek prestige or status.”), Machiavellianism (e.g., “I tend to exploit others for
my own benefit.””), and psychopathy (e.g., “I tend to be unconcerned about the moral implications of my
actions.”). Each trait is measured with four items, and responses are provided on a nine-point Likert-
type scale ranging from 1 (strongly disagree) to 9 (strongly agree). Reliability analyses in the current
sample indicated satisfactory internal consistency for narcissism (o = .87), Machiavellianism (o = .86),
and psychopathy (o = .84), supporting the reliability of the scale.

Table 1. Participants’ demographic characteristics

Variable N %
Gender
Men 173 52.4
Women 157 47.6
Country
United Kingdom 140 424
United States of America 123 37.3
Canada 53 16.1
South Africa 14 4.2
Daily use
Between 1-3 hours 160 48.5
Between 0-1 hour 65 19.7
Between 3-5 hours 56 17.0
Between 5-7 hours 23 7.0
I rarely use social media 13 3.9
More than 7 hours 13 3.9
Platforms most used
YouTube 79 23.9
Facebook 68 20.6
Instagram 50 15.2
Tiktok 46 13.9
Whatsapp 36 10.9
X (Twitter) 29 8.8
Reddit 13 3.9
Other 9 2.7

2.3. Data analytic strategy

Prior to conducting the primary analyses, the data were subjected to a series of preliminary screening
procedures. Univariate normality was evaluated by inspecting skewness and kurtosis statistics.
Descriptive statistics and bivariate correlation analyses were also performed to examine variable
distributions and initial interrelationships, supporting the suitability of the data for subsequent
parametric analyses. In addition, gender-related differences were tested using independent-samples t-
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tests. To address the potential influence of common method variance, Harman’s single-factor test was
applied to determine whether a single latent factor accounted for a disproportionate share of variance
across the measured constructs.

Model adequacy was evaluated using a combination of absolute and incremental fit indices, namely the
comparative fit index (CFI), goodness-of-fit index (GFI), root mean square error of approximation
(RMSEA), and standardized root mean square residual (SRMR). The interpretation of these indices
followed established conventions in structural modeling research. Specifically, CFI and GFI values
equal to or exceeding .90 were taken to reflect an acceptable level of model fit, whereas values of .95 or
higher were considered indicative of a good fit. SRMR values below .08 were regarded as demonstrating
satisfactory fit. With respect to RMSEA, values up to .08 were interpreted as acceptable, while values
falling between .08 and .10 were viewed as indicative of a marginal yet defensible fit, particularly in the
context of relatively complex models and larger sample sizes, in line with prior methodological
recommendations (Byrne, 2010; Hu & Bentler, 1999; Kline, 2016).

Path analysis was employed to test the hypothesized direct and indirect relationships among antagonistic
personality traits, mindfulness, social media addiction, and cybersecurity awareness (see Figure 1).
Indirect pathways were evaluated using bias-corrected bootstrap procedures with 10,000 resampling
iterations, with statistical significance determined via 95% confidence intervals. Furthermore, multi-
group path analyses were conducted to examine whether the relationships varied as a function of gender.
All analyses were performed using SPSS (Version 26) and AMOS (Version 24).

Table 2. Mean scores, standard deviations, and Pearson’s correlations of the study variables (N=330)

1 2 3 4 5 6
Cybersecurity awareness -
Social media addiction S QTHEE -
Mindfulness DQHEE - 43k -
Narcissism - 16%* 3Ok - 22HE* -
Machiavellianism - Q4% E* J5%** - 34k S53%** -
Psychopathy =24 Hk 8% - 34 H* JIFFE ] 60*F | -
Gender -.06 -.05 16%* .04 3% A7%*
Age .09 - 34k %% J18%* - 18%* - 5% -.00
Mean score 4.30 2.01 4.18 3.45 3.02 2.70
Standard deviation 42 .82 .88 1.80 1.76 1.66
Skewness -1.14 75 -22 .34 .59 1.11
Kurtosis 3.41 .06 -21 -.83 -74 72

Note. * p <.05, ** p <.01, *** p <.001
2.4. Ethical approval

The conceptual framework of this study, the administration of data collection instruments, as well as the
data collection, analysis, and interpretation processes were conducted in full compliance with ethical
principles. ANKAD Editorial Board bears no responsibility for any potential ethical violations; all
responsibility rests solely with the authors. I hereby declare that this study has not been submitted to
any other academic publication venue for evaluation outside of ANKAD. All rules stipulated within the
scope of the “Directive on Scientific Research and Publication Ethics of Higher Education Institutions”
have been fully observed in this study. None of the actions defined under the second section of the
Directive, entitled “Acts Contrary to Scientific Research and Publication Ethics”, were committed.
Ethical approval for this research was obtained from the Diizce University Rectorate Ethics Committee
at its meeting dated 22/01/2026, meeting number 01, with decision number 2026/37.

3. RESULTS
3.1. Descriptive statistics

Table 2 summarizes the descriptive statistics along with Pearson correlation coefficients among the study
variables. Cybersecurity awareness (CSA) demonstrated a positive association with mindfulness (r =
.27, p <.001), while exhibiting negative associations with social media addiction (SMA) (r =—-.27,p <
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.001), narcissism (r = —.16, p < .01), Machiavellianism (r = —.24, p <.001), and psychopathy (r = —.24,
p <.001). In addition, SMA showed an inverse relationship with mindfulness (r = —.43, p <.001) and
positive relationships with narcissism (r = .39, p < .001), Machiavellianism (r = .35, p < .001), and
psychopathy (r = .18, p <.01). Lastly, mindfulness was negatively associated with narcissism (r = —.22,
p <.001), Machiavellianism (r = —.34, p <.001), and psychopathy (r =—.34, p <.001).

Gender differences across the study variables were assessed using independent-samples t-tests (coded
as women = 1, men = 2), with detailed results not presented in tabular form. The analyses indicated that
male participants scored significantly higher than female participants on Machiavellianism (t[328] =
—2.40, p < .05), psychopathy (t[328] = —3.08, p < .01), and mindfulness (t[328] = —3.01, p < .01).
Although female participants exhibited higher mean levels of CSA and SMA, these differences did not
attain statistical significance.

3.2. Common method bias

In line with the guidelines proposed by Podsakoff et al. (2024), potential common method variance was
assessed using Harman’s single-factor test. Accordingly, an exploratory factor analysis was conducted
on all study variables using principal component analysis with varimax rotation, constraining the
extraction to a single factor. The results showed that the single factor accounted for 21.79% of the total
variance, indicating that common method bias is unlikely to represent a serious concern for the validity
of the findings.

3.3. Model testing

For the overall sample, the model demonstrated an acceptable fit to the data (¥*> = 35.87, df =15, p <
.01, RMSEA = .06, 90% CI [.04, .09], SRMR = .03, CFI = .97, GFI =.99). Comparable fit indices were
observed in the male subsample (y*> = 29.45, df =12, p <.01, RMSEA = .09, 90% CI [.05, .13], SRMR
=.04, CFI1=.97, GF1 =.97) as well as in the female subsample (%> =21.89, df =12, p <.05, RMSEA =
.07, 90% CI[.02, .12], SRMR = .04, CFI = .97, GFI = .97). indicating an overall satisfactory model fit
across groups.

Table 3 summarizes the standardized total, direct, and indirect effects estimated in the path analysis.
Mindfulness exhibited a significant indirect positive association with CSA in the total sample ( = .07,
p <.01;95% CI [.02, .13]) and a strong direct association with CSA among men (f = .36, p <.001; 95%
CI[.15, .53]). Psychopathy showed a significant negative direct effect on CSA in the female subsample
(B=-.32,p <.05; 95% CI [-.54, -.08]). Narcissism was indirectly associated with CSA via SMA in the
total sample (fp =—.06, p <.05; 95% CI [-.13, -.02]); however, its overall (total) effect on CSA was not
statistically significant. Likewise, Machiavellianism demonstrated a significant indirect association with
CSA via mindfulness among men (B =—.19, p <.01; 95% CI [-.36, -.05]) and total sample (B =—.07, p
<.01; 95% CI [-.15, -.02]), whereas its total effect on CSA did not reach statistical significance.

H1 (direct negative associations between antagonistic traits and CSA) received partial support:
psychopathy was directly and negatively associated with CSA among women only, whereas narcissism
and Machiavellianism showed no significant direct effects. H2 (antagonistic traits negatively associated
with mindfulness) was supported for narcissism and Machiavellianism in the total sample and male
subsample, but not for psychopathy. H3 (antagonistic traits positively associated with SMA) was
supported for narcissism and Machiavellianism, but not for psychopathy. H4 (mindfulness positively
associated with CSA) was supported directly among men and indirectly via SMA in the total sample.
HS5 (mindfulness negatively associated with SMA) was supported across samples. H6 (SMA negatively
associated with CSA) was supported in the total sample only. H7 (mindfulness mediating antagonistic
traits—CSA) was partially supported for Machiavellianism via mindfulness in men and the total sample.
H8 (SMA mediating antagonistic traits—CSA) was partially supported for narcissism via SMA in the
total sample. H9 (gender moderation) was supported, with several pathways differing meaningfully
between men and women.
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Table 3. Standardized estimates of total, direct, and indirect effects on cybersecurity awareness for
overall sample and men and women.

Effect (S.E.)
All Sample Men Women
(N=330) (N=173) (N=157)
Narcissism =» CSA (total effect) -.09 (.09) .01 (.13) -.20 (.11)
= CSA (direct effect) -.03 (.09) .07 (.113) -.14 (.11)
= SMA =» CSA (indirect effect) -.06%* (.03) -.06 (.05) -.06 (.04)
Machiavellianism =» CSA (total effect) -.10 (.11) -12 (.16) -.02 (.14
=> CSA (direct effect) -.03 (.10) .07 (.13) -.02 (.15)
= Mindfulness =» CSA (indirect effect) -.07** (.03) -.19%* (.08) .00 (.03)
Psychopathy = CSA (total effect) -.19*% (.09) -.14 (113) -.29% (L11)
=>» CSA (direct effect) -.18 (.09) -.08 (.13) -32% (L11)
=> CSA (indirect effect) -.01 (.03) -.06 (.06) .03 (.04)
Mindfulness = CSA (total effect) .19* (.08) A3F*¥*% (.09) | -.04(.10)
=>» CSA (direct effect) .11 (.08) 36%%* (.09) | -.10 (.11)
= SMA =» CSA (indirect effect) .07%* (.03) .08 (.05) .05 (.03)

Note. CSA = Cybersecurity awareness; SMA = Social media addicton. Only the significant indirect
effects are shown in the table. *p < .05, **p <.01, ***p <.001.

As depicted in Figure 2, the specified path model accounted for a substantial proportion of variance in
CSA (R?=.16). In addition, the personality-related predictors included in the model explained notable
levels of variance in mindfulness (R* = .15) and SMA (R? = .29). Notably, the model demonstrated
greater explanatory power for mindfulness (R? =.22), SMA (R? = .42), and CSA (R? = .26) in the male
subsample relative to the female subsample.

-.18 (-.08, -.32)
R*=.15(.22,.14)
Mindfulness
A" / vy Privacy
p e s ol
2 N3 v 71
Psychopathy | — SN 9 I (.75, 67)
el
A ¢ -36° (-.41°, -.28%) Cybersecurity
Machiavellianism Awareness
{65
19)
(2657 (7
Narcissism . '3\}9 \‘

27 (241, -33b) Social Media , : Y Trust
Addiction Confidentiality

R*=.29(42,.19)

Figure 2. Final model of the significant path coefficients

Note. Latent constructs in the model are represented by circles, while observed indicators are illustrated
as rectangles. Standardized path estimates are presented for the total sample outside the brackets;
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estimates for men and women are reported on the left and right sides of the brackets, respectively. For
presentation purposes, several paths were omitted from the figure. Specifically, non-significant
associations as well as covariances among the error terms of the control, independent, and mediator
variables are not displayed. cp < .05, bp <.01, ap <.001

4. DISCUSSION AND CONCLUSION

Rather than reflecting purely technical knowledge or skills, cybersecurity awareness (CSA) appears to
be a behavioral and psychological construct that is closely intertwined with individual differences (Seki
et al., 2023). The present study investigated the mechanisms underlying CSA using a path model. More
specifically, the role of mindfulness and social media addiction (SMA) between antagonistic personality
traits and CSA was examined among Western adults.

Partially consistent with expectations, psychopathy was directly and negatively associated with CSA
only among women. Although the total effect of psychopathy on CSA was significant in the overall
sample, neither direct nor indirect effects reached statistical significance when all participants were
considered together. This pattern may be attributable to the absence of a theoretically relevant
explanatory mechanism in the tested model that could capture the behavioral pathways through which
psychopathy operates. H1 was therefore partially supported for psychopathy. The most parsimonious
explanation is that psychopathic traits—impulsivity, callousness, and indifference to risk—disrupt the
attentional vigilance that protective cybersecurity behavior requires, and this disruption is more
pronounced in women because emotional processing deficits associated with psychopathy are expressed
differently across genders (Forth et al., 2022; Pinheiro et al., 2024). The key limitation here is that the
present model did not include behavioral mediators such as risk-taking propensity or security
compliance, which likely capture the mechanisms through which psychopathy operates. Future studies
should therefore incorporate objective behavioral measures of security practice—such as password
hygiene or phishing click rates—to clarify whether the gender asymmetry reflects differential emotional
processing, behavioral tendencies, or both.

Turning to H1 and HS for narcissism; Narcissism showed an indirect negative association with CSA via
SMA, yet its total effect on CSA was non-significant. The best-supported explanation for this
suppression pattern is that grandiose narcissism carries competing influences: it elevates SMA through
self-promotional motives (a risk-enhancing pathway), while simultaneously instilling overconfidence
and perceived digital competence that attenuate the impact of compulsive social media use on security
vigilance (Hepper et al., 2022; Jonason & Webster, 2010). A key limitation is that the present study did
not measure these self-enhancing cognitions directly, making it impossible to confirm their buffering
role. Future research should include measures of digital self-efficacy and perceived invulnerability to
cyberthreats alongside narcissism, so that the compensatory mechanism can be tested rather than
inferred.

Regarding H1 and H7 for Machiavellianism; Machiavellianism demonstrated a significant indirect
negative association with CSA via mindfulness among men and in the total sample, yet its total effect
did not reach significance. The suppression pattern here mirrors that of narcissism but operates through
a different pathway: Machiavellian individuals score lower on mindfulness, which reduces security-
oriented attention, but their characteristic strategic vigilance and goal-directed information processing
lead them to attend to cybersecurity threats when it serves their instrumental interests—effectively
neutralising the mindfulness deficit at the level of observed behaviour (Blétner & Bergold, 2022; Muris
et al., 2017). The limitation is that the present model cannot disentangle these competing processes
without including a measure of instrumental threat appraisal. Future research should incorporate
context-specific vigilance scales to test whether Machiavellian individuals selectively attend to cyber
risks that threaten their personal goals, which would directly account for the null total effect. Taken
together, psychopathy appeared to be the most consistent antagonistic personality risk factor for CSA,
because it lacks the cognitive compensatory resources observed in narcissism and Machiavellianism.

With respect to H4 and H7; Mindfulness was directly and positively associated with CSA among men
and indirectly associated with CSA via SMA in the total sample, but showed no direct effect among
women or in the total sample. The primary explanation is that mindfulness operates as a proximal
cognitive resource—heightening situational awareness, strengthening impulse control, and enabling
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deliberate rather than habitual online behaviour (Tomlinson et al., 2018)—and among men, these
attentional benefits translate directly into security-relevant decisions without requiring the additional
behavioural step of reduced social media use (Yigit, 2025). The central limitation is that the model did
not include cognitive mediators such as risk perception or security-related self-efficacy, which are the
most plausible proximal mechanisms through which mindfulness acts on CSA (Ji et al., 2018). Future
studies should therefore test a model in which mindfulness predicts CSA sequentially via attentional
control and risk perception, and should examine whether this pathway is moderated by gender.

Addressing H6; SMA was negatively associated with CSA in the total sample, but this association did
not reach significance in either gender subsample. Consistent with prior research on internet addiction
and security behaviour (Chen et al., 2021; Hadlington, 2017), the most defensible interpretation is that
compulsive social media engagement depletes attentional resources, promotes impulsive responding,
and erodes the self-regulatory capacity needed to notice and act on cybersecurity cues (Wegmann et al.,
2020)—a process that operates across the population but is not strong enough to be detected within
gender-stratified subgroups of the present sample size. The principal limitation is statistical: with
approximately 156 participants per subsample, the study was likely underpowered to detect the smaller
within-gender effect of SMA on CSA. Future studies should recruit larger gender-balanced samples
(minimum n = 200 per group based on power estimates for small-to-medium path coefficients) and pre-
register gender-stratified SMA analyses to test whether the null subsample results reflect a genuine
moderating role of gender or simply insufficient power.

Several limitations of the present study should be acknowledged. First, the use of a cross-sectional
design restricts any causal interpretation of the observed associations among antagonistic personality
traits, mindfulness, social media addiction, and cybersecurity awareness (CSA). Longitudinal or
experimental designs would be necessary to clarify the temporal ordering of these relationships. Second,
all variables were assessed using self-report measures, which may be subject to response biases such as
social desirability or inaccurate self-perceptions, particularly in the context of cybersecurity-related
behaviors. Third, although the model captured multiple psychological and behavioral pathways, it did
not include alternative explanatory mechanisms such as risk perception, cybersecurity self-efficacy, or
actual security practices, which may be especially relevant for understanding gender-specific effects.
Finally, the generalizability of the findings may be limited by the characteristics of the sample, and
future studies should attempt to replicate the model across different cultural contexts and occupational
groups to strengthen external validity.

Despite these limitations, the present study contributes to the growing literature on cybersecurity
awareness by demonstrating that CSA is shaped by a complex interplay of antagonistic personality traits,
mindfulness, and social media addiction. The findings indicate that narcissism and Machiavellianism
exert indirect and competing influences on CSA through behavioral and cognitive pathways, whereas
psychopathy emerges as the most consistent antagonistic personality—related risk factor for lower
cybersecurity awareness when traits are considered jointly. Moreover, mindfulness appears to function
as a protective factor for CSA, particularly among men, while social media addiction operates as a
general risk factor at the population level rather than within gender-specific groups. Taken together,
these results highlight the importance of moving beyond simple bivariate associations and highlight the
value of integrative models that account for both risk-enhancing and risk-mitigating processes. Such an
approach may inform more targeted and psychologically informed interventions aimed at improving
cybersecurity awareness in digitally intensive environments.
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Giris

Son on yilda bilgi ve iletisim teknolojilerindeki hizli gelismeler, gilindelik yasami koklii bigimde
doniistiirmiis ve internet kullanimini kiiresel 6lgekte artirmistir. Dijital araglara erigimin kolaylagsmasi ve
cevrimici baglantiya yonelik artan talep, bireylerin sosyal medya, mobil uygulamalar ve ¢evrimigi
hizmetlerle daha yogun etkilesim kurmasima yol agmistir (Hong et al., 2023). Ancak bu yaygin dijital
katilima ragmen, kullanicilarin dnemli bir bliimii gevrimigi riskler ve siber tehditler konusunda yeterli
bilgiye sahip degildir (Akter et al., 2025). Temel diizeyde giivenlik bilgisi eksikligi, bireylerin cihazlarini
ve kisisel verilerini korumaya yonelik en basit 6nlemleri dahi almamasina neden olmakta ve bu durum
siber giivenlik farkindaliginin (SGF) ciddi bigimde zayifladigini gostermektedir (Hong et al., 2023).

Siber giivenlik farkindaligi, bireylerin bilgi gilivenliginin 6nemini kavrama ve uygun gilivenlik
uygulamalarini hayata gecirme sorumlulugunu iistlenme diizeyi olarak tanimlanmaktadir (Shaw et al.,
2009). Onceki calismalar, SGF’nin yalmzca teknik bilgiyle sinirli olmadigmni; mobil uygulama
kullanimi ve sosyal medyada bilgi paylagimi gibi giindelik dijital davraniglarla da yakindan iligkili
oldugunu ortaya koymustur (Arpaci et al., 2025). Ozellikle diisiik SGF diizeyine sahip bireyler, hem
yazilimsal agiklar hem de istemeden gerceklestirilen riskli davraniglar nedeniyle siber saldirganlar i¢in
en kirilgan hedefleri olusturmaktadir (Akter et al., 2025; Hong et al., 2023). Bu baglamda SGF, teknik
bir beceriden ziyade bireysel farkliliklar tarafindan sekillenen davranissal ve psikolojik bir yap1 olarak
ele alimmalidir (Seki et al., 2023).

Literatiirde SGF’nin psikolojik belirleyicilerine yonelik ilgi giderek artsa da 6nemli bosluklar devam
etmektedir. Ozellikle Bat iilkelerinde yetiskin 6rneklemlerle yiiriitiilen ¢aligmalar sinirhidir ve mevcut
bulgular ¢ogunlukla 6grenci ya da Bati dis1 6rneklemlere dayanmaktadir (Corallo et al., 2022). Ayrica
kisilik ozelliklerinin dijital risk davranmiglariyla iliskisi bilinse de, antagonistik kisilik 6zelliklerinin
(narsisizm, Makyavelizm ve psikopati) SGF ile iliskisi ve bu iliskinin altinda yatan psikolojik
mekanizmalar yeterince incelenmemistir. Bu calisma, 6z-diizenleme ve davranmigsal cergevelerden
hareketle, bilingli farkindalik (mindfulness) ve sosyal medya bagimliligint (SMA) antagonistik kisilik
ozellikleri ile SGF arasindaki iliskide aract degiskenler olarak ele almaktadir (Durak, 2019; Seki et al.,
2023).

Yontem

Arastirmanin Orneklemi, davramig bilimleri alaninda yaygin olarak kullanilan Prolific platformu
araciligiyla toplanmistir. Calismaya sosyal medya kullandigini belirten 330 yetiskin katilmistir (%47.6
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kadin; Mage = 44.36, SD = 13.94; yas aralig1 = 19-80). Katilimcilardan ¢evrimigi bilgilendirilmis onam
alimmis ve ¢alisma etik kurul onay1 ile Helsinki Bildirgesi ilkelerine uygun olarak yiiriitiilmiistiir.

Veri toplama siirecinde siber giivenlik farkindaligi, antagonistik kisilik 6zellikleri, bilingli farkindalik
ve sosyal medya bagimliligint 6lgen standart 6zbildirim 6lgekleri kullanilmistir. SGF, Arpaci et al.
(2025) tarafindan gelistirilen Siber Giivenlik Farkindalig: Olgegi ile degerlendirilmistir. Sosyal medya
bagimlilig1 Bergen Sosyal Medya Bagimliligi Olgegi (Andreassen et al., 2016) ile, bilingli farkindalik
Mindful Attention Awareness Scale (Brown & Ryan, 2003) ile ve antagonistik kisilik 6zellikleri Dark
Triad Dirty Dozen 6lgegi (Jonason & Webster, 2010) ile dl¢iilmiistiir. Tiim 6l¢ekler kabul edilebilir ya
da yiiksek i¢ tutarlilik degerleri gostermistir.

Veri analizi slirecinde tanimlayici istatistikler, korelasyon analizleri ve yapisal yol analizi uygulanmustir.
Dolayli etkiler, 10.000 bootstrap drneklemesi ile test edilmistir. Ayrica model, cinsiyete gore goklu grup
analiziyle incelenmis ve yas degiskeni kontrol edilmistir. Analizler SPSS 26 ve AMOS 24 programlar
kullanilarak ger¢eklestirilmistir.

Bulgular ve Sonug

Korelasyon analizleri, SGF’nin bilingli farkindalik ile pozitif; sosyal medya bagimliligi, narsisizm,
Makyavelizm ve psikopati ile negatif iliskili oldugunu gostermistir. Bilingli farkindalik antagonistik
kisilik 6zellikleriyle negatif, sosyal medya bagimlilig: ise pozitif yonde iligkili bulunmustur. Erkekler
Makyavelizm, psikopati ve bilingli farkindalikta daha yiiksek puanlar alirken, kadinlarin SGF ve SMA
puanlar daha yiiksek olmasina ragmen bu farklar istatistiksel olarak anlamli degildir.

Yol analizi sonuclari, modelin genel 6rneklem ve cinsiyet alt gruplarinda kabul edilebilir uyum
degerlerine sahip oldugunu gdstermistir. Psikopati, yalnizca kadinlarda SGF’yi dogrudan ve negatif
yonde yordamistir. Narsisizm SGF’yi SMA iizerinden, Makyavelizm ise bilingli farkindalik iizerinden
dolayl1 olarak etkilemistir; ancak bu dolayli etkiler toplam etkiye yansimamustir. Bilingli farkindalik
erkeklerde SGF ile giiglii bir dogrudan iligki gdstermistir. Model, SGF’deki varyansin %16’sin1
aciklamistir.

Bu calisma, siber giivenlik farkindaliginin teknik bilgiden &te, bireysel psikolojik 6zelliklerle yakindan
iligkili bir yapt oldugunu gostermektedir (Seki et al., 2023). Bulgular, antagonistik kisilik 6zellikleri
icinde psikopatinin SGF agisindan en tutarli risk faktdrii oldugunu ortaya koymustur. Psikopatinin
ozellikle kadinlarda SGF’yi dogrudan azaltmasi, cinsiyete 6zgii psikolojik ve davranigsal siireglerin
Onemine isaret etmektedir (Pinheiro et al., 2024).

Narsisizm ve Makyavelizmin SGF {izerindeki dolayl etkileri, bu kisilik 6zelliklerinin hem risk artirici
hem de dengeleyici yonleri olabilecegini diisiindiirmektedir. Narsistik bireylerin asir1 6zgiiveni ve
Makyavelist bireylerin stratejik dikkati, diisiik bilingli farkindalik ya da yliksek SMA’nin olumsuz
etkilerini kismen telafi ediyor olabilir (Hepper et al., 2022; Blotner & Bergold, 2022). Bu durum,
yalnizca toplam etkilere odaklanmanin yaniltici olabilecegini gostermektedir.

Bilingli farkindalik, 6zellikle erkeklerde SGF icin giiclii bir koruyucu faktor olarak 6ne ¢ikmisti. SMA
ise genel 6rneklemde SGF’yi olumsuz etkilemis, ancak cinsiyete gore ayrildiginda bu etki zayiflamistir.
Bu bulgular, SMA’nin cinsiyetten bagimsiz genel bir risk faktorii olabilecegini diisiindiirmektedir
(Hadlington, 2017; Chen et al., 2021).

Sonug olarak, bu ¢alisma SGF’nin antagonistik kisilik 6zellikleri, bilingli farkindalik ve sosyal medya
bagimlilig1 arasindaki karmagik etkilesimler yoluyla sekillendigini gostermektedir. Bulgular, siber
giivenlik miidahalelerinde yalnizca teknik egitime degil, psikolojik siiregleri hedefleyen biitlinciil
yaklasimlara da ihtiya¢ oldugunu vurgulamaktadir.
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